
7/12/23, 11:07 AM Mail - Varela, Jesus - Outlook

https://outlook.office.com/mail/inbox/id/AAQkAGQzZTAxYTc4LTQ4NmQtNDM0Yy05NTNkLTk0ZjJlNzRmNTAzMAAQADbqEHHg%2FEhknLJwDGuiqY… 1/2

FYI: Self Service Password Reset & 90 Day Expiration

Hall, Stephanie <Stephanie.Hall@austintexas.gov>
Wed 7/5/2023 10:15 AM

To:Boards and Commissions <BC@austintexas.gov>
Dear Liaisons,
The following message was sent to all board and commission members this morning. Every BC member will need
to take ac�on to update their Mul�-factor Authen�ca�on (MFA) before July 31, 2023. Once they do this, they will
no longer need to call CTM when they can’t log into their city issued email, they will be able to reset their
password on their own just as employees can. Yay! However, this also means their passwords will reset every 90
days as well.
 
Please make an announcement/reminder about this change in your July mee�ng and encourage all members to
update their security se�ngs before the deadline at the end of the month. If they need assistance, they should
contact CTM (one last �me). Do not create a �cket for this, it will only cause confusion and slow down the process
- they need to call CTM directly: CTM City Hall IT team at 512-974-2498 Mon.-Fri. between 8:00am-4:00pm or
the CTM Service Desk at (512) 974-4357.
 
Sincerely,
Stephanie Hall
 
From: Hall, Stephanie
Sent: Wednesday, July 5, 2023 9:55 AM
To: Boards and Commissions <BC@aus�ntexas.gov>
Subject: Self Service Password Reset & 90 Day Expira�on
Importance: High
 
Dear Board and Commission Members,
 
Star�ng July 31, 2023, CTM (Communica�ons & Technology Management) will be implemen�ng two security
measures: Self Service Password Reset and a 90-day password expira�on policy. These changes aim to enhance
the security of our network and provide users with the ability to reset their passwords independently. To ensure a
smooth transi�on, we kindly request that you set up your Mul�-factor Authen�ca�on (MFA) before July 31, 2023.
To set up your MFA preferences, visit the following link: h�ps://mysignins.microso�.com/. This process requires
you to choose two methods of authen�ca�on (under security info), one of which is either the Authen�cator app
or a secret ques�on.
 
Once these security features are ac�vated, your password will expire. To reset your password, you will u�lize Self
Service Password Reset (SSPR) which works in conjunc�on with your chosen MFA methods. You can access the
SSPR service by visi�ng h�ps://passwordreset.microso�online.com/.
 
Refer the following link for detailed informa�on and guidance on O365 Mul�-Factor Authen�ca�on (MFA).
 
What Is Required of You? 
 

Visit: h�ps://mysignins.microso�.com/ to choose two methods of authen�ca�on.
Refer to the O365 Mul�-Factor Authen�ca�on (MFA) document for guidance on se�ng up the
Microso� Authen�cator App on your mobile phone or alterna�vely, you can choose the secret
ques�on as an authen�ca�on method.
Once you have successfully set up two methods of authen�ca�on, you will have access to the new
SSPR service. This service allows you to reset your password as needed without having to call the Help
Desk. Detailed instruc�ons on how to reset your user account password can be found in the Password
Reset standard opera�ng procedures document.

https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fmysignins.microsoft.com%2F&data=05%7C01%7CJesus.Varela%40austintexas.gov%7C14fe546e085c427b5a1b08db7d6a9a0b%7C5c5e19f6a6ab4b45b1d0be4608a9a67f%7C0%7C0%7C638241669039422214%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=1UZS7Z6WGrceRDpy%2F%2F0zvHzJifl%2FyKxQw9b9xBx1dYo%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fpasswordreset.microsoftonline.com%2F&data=05%7C01%7CJesus.Varela%40austintexas.gov%7C14fe546e085c427b5a1b08db7d6a9a0b%7C5c5e19f6a6ab4b45b1d0be4608a9a67f%7C0%7C0%7C638241669039422214%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=KzqUsqznvXHA%2FqBa1PjpS5aWvi9PmSbKv0YU%2BYW9HJ0%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/ap/w-59584e83/?url=https%3A%2F%2Fcityofaustin.sharepoint.com%2F%3Aw%3A%2Fr%2Fsites%2FPnP%2F_layouts%2F15%2FDoc.aspx%3Fsourcedoc%3D%257B2F5FC0F5-A681-4023-B5B1-E12E79398469%257D%26file%3DO365%2520Authenticator%2520Setup%2520and%2520Troubleshooting%2520(SOP).docx%26action%3Ddefault%26mobileredirect%3Dtrue%26cid%3Dac255caf-f2a4-4b86-bb64-8cb036d7a562&data=05%7C01%7CJesus.Varela%40austintexas.gov%7C14fe546e085c427b5a1b08db7d6a9a0b%7C5c5e19f6a6ab4b45b1d0be4608a9a67f%7C0%7C0%7C638241669039422214%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=YxTbqNdKa6Kfxhd3kEeuPH71DmSSNzBUoPKbgZO4UgY%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fmysignins.microsoft.com%2F&data=05%7C01%7CJesus.Varela%40austintexas.gov%7C14fe546e085c427b5a1b08db7d6a9a0b%7C5c5e19f6a6ab4b45b1d0be4608a9a67f%7C0%7C0%7C638241669039422214%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=1UZS7Z6WGrceRDpy%2F%2F0zvHzJifl%2FyKxQw9b9xBx1dYo%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/ap/w-59584e83/?url=https%3A%2F%2Fcityofaustin.sharepoint.com%2F%3Aw%3A%2Fr%2Fsites%2FPnP%2F_layouts%2F15%2FDoc.aspx%3Fsourcedoc%3D%257B2F5FC0F5-A681-4023-B5B1-E12E79398469%257D%26file%3DO365%2520Authenticator%2520Setup%2520and%2520Troubleshooting%2520(SOP).docx%26action%3Ddefault%26mobileredirect%3Dtrue%26cid%3Dac255caf-f2a4-4b86-bb64-8cb036d7a562&data=05%7C01%7CJesus.Varela%40austintexas.gov%7C14fe546e085c427b5a1b08db7d6a9a0b%7C5c5e19f6a6ab4b45b1d0be4608a9a67f%7C0%7C0%7C638241669039422214%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=YxTbqNdKa6Kfxhd3kEeuPH71DmSSNzBUoPKbgZO4UgY%3D&reserved=0
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When crea�ng a new COA user account password, it must meet specific criteria. Your password should
be a minimum of 14 characters long and include at least one number, one uppercase le�er, one
lowercase le�er, and one special character.

 

HOW DO I GET TECHNICAL SUPPORT?
If you require technical support assistance, please contact the CTM City Hall IT team at 512-974-2498 Mon.-Fri.
between 8:00am-4:00pm or the CTM Service Desk at (512) 974-4357.
 
Thank you for your coopera�on and understanding in implemen�ng these crucial security measures.
 
Sincerely,
Stephanie Hall
Assistant City Clerk


